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Objective: Equip learners with practical methodologies to evaluate and discriminate between
credible information and disinformation from various sources.

Steps to Conduct Disinformation Discrimination:

Evaluate Source Credibility:

e Reputation: Assess the reputation and reliability of the source. Esteemed institutions,
such as The New York Times, BBC or GroundNews.com are generally credible. In
contrast, outlets known for disseminating false information, such as certain partisan
blogs or websites with a history of misinformation, should be scrutinized.

e Track Record: Examine the source's history of accuracy and reliability. Frequent
corrections or retractions can indicate a lack of credibility, whereas outlets like Reuters or
the Associated Press are known for rigorous fact-checking.

Cross-Verify Information:

e Multiple Sources: Cross-check the information with multiple credible sources. For
instance, during the COVID-19 pandemic, verifying information from the CDC, WHO,
and peer-reviewed medical journals provided a more comprehensive understanding than
relying on social media posts.

e Primary Sources: Refer to primary sources such as government reports, official
statements, or direct evidence. For example, when evaluating claims about election
fraud, official audit reports and court rulings provide authoritative insights.

Analyze Content Quality:
e Factual Accuracy: Verify the factual accuracy of the information presented. For example,
check claims about climate change against data from NASA or the IPCC.
e Logical Consistency: Evaluate the logical consistency of the information. Information that
contradicts well-established facts or timelines is likely unreliable.

Identify Bias and Objectivity:

e Author’s Perspective: Consider the author's background and potential biases. Articles
written by industry lobbyists, for instance, might present biased information favoring their
industry.

e Balanced Reporting: Assess whether the information is presented in a balanced manner.
Compare reports from different political perspectives, such as reading both The
Washington Post and The Wall Street Journal on a given topic.

Check for Red Flags of Disinformation:
e Emotional Manipulation: Be cautious of content designed to provoke strong emotional
reactions. Propaganda often employs fear mongering or exaggerated threats to
manipulate public opinion.
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e Unverified Claims: Be wary of claims without substantial evidence. During the Ukraine
crisis, some false reports circulated about immediate ceasefire agreements that were not
verified by any official source.

e Anonymity: Exercise skepticism towards information from anonymous sources. For
example, "leaked" information from unnamed officials without corroborating evidence
should be questioned.

Use Fact-Checking Tools:
e Fact-Checking Websites: Utilize reputable fact-checking websites such as Snopes,
FactCheck.org, and PolitiFact to verify questionable information.
e Automated Tools: Employ tools like NewsGuard or browser plugins that assess the
credibility of websites and flag potential disinformation.

Assess Source Intent:

e Purpose: Determine if the information aims to inform, persuade, entertain, or deceive.
For instance, propaganda often seeks to deceive and influence public perception, as
seen in Russia's state-sponsored media outlets like RT.

e Context: Consider the broader context, including geopolitical or social factors.
Misinformation during elections, for example, often aims to suppress voter turnout or
discredit opponents.

Engage in Peer Review:

e Collaborate: Discuss findings with peers and experts to gather additional perspectives.
Intelligence briefings often involve multiple analysts reviewing the same data to ensure
accuracy.

e Review: Participate in or consult peer-reviewed analyses, especially in scientific or
technical fields, to ensure thorough vetting.

Real-World Examples of Propaganda Pitfalls:

e Cherry-Picking Data: Selecting only data that supports a specific narrative while ignoring
contradictory data. Example: Climate change deniers often highlight cold weather events
while ignoring long-term warming trends.

e [False Equivalence: Presenting two unequal arguments as equally valid. Example: Giving
equal weight to fringe conspiracy theories about vaccines as to the overwhelming
scientific consensus.

e Misleading Headlines: Headlines that misrepresent the content of the article to grab
attention. Example: Clickbait headlines that exaggerate the significance of a minor
event.

e Deepfake Technology: Manipulating videos to create false impressions. Example:
Deepfake videos of politicians making statements they never made.




